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Risk Assessment of Telemedicine/Telehealth Systems  

 Situation Awareness  

The healthcare industry is rapidly moving to engage elec-
tronic communication systems to support the delivery of 
services. Physicians, nurses, technicians and others in the 
industry are becoming more familiar with telemedicine 
and telehealth networks. The Healthcare and Public Health 
sector in the Department of Homeland Security needs an 
accurate risk assessment of telemedicine and telehealth 
systems. Assessments have been performed locally in Ken-
tucky and Indiana to determine the appropriate methodol-
ogy to design and conduct a national survey.   
 

 
 

The Role of Telemedicine and Telehealth 

Researchers at Western Kentucky University are fo-
cused on risk assessment of telemedicine and telehealth 
within the Healthcare and Public Health (HPH) Sector.  
Telemedicine and telehealth include all processes 
whereby health care professionals provide services to 
patients with limited or no access to large fixed facili-
ties.  These processes include services such as health 
education, nursing call centers, professional distance 
education, remote monitoring of vital signs and trans-
mission of diagnostic images for analysis that could be 
provided directly to the patient’s home or to smaller 
healthcare centers which have a cooperative arrange-
ment to share services from the larger healthcare pro-
vider.   

 

 

Assessment Work Plan 

Specific tasks for this project included the 
following items: 
 
1. Perform a general industry analysis to identify 
market leaders, key technologies employed within 
the industry, and trends that may influence risk. 
2. Identify potential single point failures within the 
industry, potentially including data warehouses, 
call centers, software applications, computer net-
works, etc. 
3. Identify and evaluate current protective measures 
being implemented within this industry, 
including physical, personnel, and cyber security 
practices. 
4. Identify and evaluate substitute products or systems 
that could be used in the event of system 
failure. 
 

 
 
The initial assessment was completed in late Spring 
2013. Vulnerabilities and mitigation strategies have 
been identified and summarized in a final report. 
 
 


