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 I. Program Structure and Approach 
 
A. Introduction 

 
The goal of this project was to overcome the knowledge gap that exists in the U.S. relative to foreign 
production of chemicals that are in the U.S. supply chain.  The project was also tasked with creating a 
way to track and understand whether the rate of outsourcing of chemicals is accelerating. There have 
been indications that certain active ingredients needed for production of critical products, such as 
pharmaceuticals, are produced only in foreign plants, but there is no concrete data to support it. 
This project has developed the knowledge base of chemicals of concern to national security whose 
production has been or is increasingly being outsourced to foreign countries.  

 A database has been developed to help identify these chemicals of concern and track changes 
in domestic production and foreign outsourcing over time.  

 Analysis has been conducted to ascertain the causes of the erosion of critical chemical produc-
tion. 

 Policy recommendations have been developed that may mitigate vulnerabilities associated with 
dependence upon foreign production. 

 
B. Program Concept of Operations 

 
This project was divided into three phases. 
 

1. Phase One: Identification of Critical Chemicals and Development of Supply Chain Da-
tabase 

 
In Phase One, the following objectives were undertaken: 
 

 Definition and identification of critical chemicals for DHS purposes 

 Tracking of domestic production of those chemicals 

 Tracking of foreign productions and U.S. imports of those chemicals 

 Definition and development of methods of determining U.S. domestic requirements 
for those chemicals and the rate of outsourcing, based on domestic production, do-
mestic stockpiles, domestic exports, and foreign imports 

 Develop a database to host this information 
 
The starting point was a list of chemicals that were of concern to U.S. national security as 
identified in collaboration with National Infrastructure Simulation and Analysis Center 
(NISAC) at Sandia National Laboratories, the American Chemistry Council(ACC), and the 
Department of Commerce. Such chemicals included those that (1) were imported in quanti-
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 ties in excess of the amounts produced domestically and (2) the amount imported was in-
creasing relative to the domestic production, and (3) the interruption of the foreign supply 
would result in significant national-level risk as defined in section 3.3.3 of the National Infra-
structure Protection Plan (2009). Further analysis was undertaken with collaborators to as-
certain any other relevant factors in the definition of critical chemicals related to national se-
curity. 
 
Having identified these chemicals, data was used to build upon the baseline data already 
collected within the NISAC database. This included additional data from NISAC, World Di-
rectory of Chemical Producers by SRI Consulting, World Petrochemical Program, Chemical 
Economics Handbook by SRI Consulting, HSIP Gold by PennWell, and the Department of 
Commerce. Levels of domestic production were ascertained along with levels of export of 
domestic production and amount of foreign imports. Critical chemicals with only one or two 
domestic producers were identified as well as foreign producers of imported critical chemi-
cals. In order to establish changes in the rate of outsourcing to date, archival industry and 
government records were consulted. 
 
A database of critical chemicals was designed and constructed in accord with established 
NISAC protocols and database technology. Ongoing consultations with NISAC were con-
ducted, including site visits to NISAC and attendance at NISAC Chemical Sector Work-
shops. 
 
The tasks associated with Phase One were as follows: 
 

 Compile a list of chemicals that are of concern to U.S. national security as identified 
in collaboration with NISAC, ACC, and the Department of Commerce. DHS project 
manager arranged for vetting of the list with the Chemical Sector Specific Agency 
(SSA). 

 Collect baseline data, as defined in Article C below, from NISAC, SRI Consulting’s 
World Directory of Chemical Producers, SRI Consulting’s World Petrochemical Pro-
gram, SRI Consulting’s Chemical Economics Handbook, PennWell’s HSIP Gold,and 
the Department of Commerce among others. 

 Determine levels of domestic production along with levels of export of domestic pro-
duction and amount of foreign imports. Critical chemicals with only one or two do-
mestic producers were identified as well as foreign producers of imported critical 
chemicals. Establish changes in the rate of outsourcing to date on the basis of avail-
able data. 

 Identify facilities where critical chemicals were produced (both foreign and domes-
tic).Evaluate US chemical manufacturing capabilities to determine ability and time to 
production for critical chemicals that need to be produced in the US. 
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 Design and construct a database of critical chemicals in accord with established 

NISAC protocols and database technology. Plan for ongoing maintenance of the da-
tabase and integration of data from sources. 

 
2. Phase Two: Database Functionality and Causal Analysis of Foreign Outsourcing 

 
In Phase Two, the following objectives were undertaken: 
 

 Develop a methodology for updating and maintaining the database, and a repeatable 
process for determining the availability of critical base chemicals produced in foreign 
countries 

 Conduct causal analysis of outsourcing trends including political, regulatory, and 
economic factors 

 
Phase Two of the project had two major components: (1) refinement, maintenance and up-
dating of the database, and (2) causal analysis of outsourcing trends. Protocols were devel-
oped for querying the database using different possible criteria to generate results pertaining 
to the enumeration of critical chemicals, levels of domestic and foreign production, foreign 
sources and facilities, and critical chemical availability. A methodology for updating the da-
tabase was developed based upon the NISAC model for updating the chemical list; input 
from manufacturers, importers, and global sources; and incorporating any additional data 
sources necessary to define the U.S. supply chain of critical chemicals being imported. GIS 
mapping capability was further enhanced. 
 
This project also supported managing and analyzing geospatial information involved in 
tracking the foreign chemical supply chain that pertains most to U.S. national security. The 
GIS datasets collected and/or generated as part of this project allow mapping of global 
chemical production and supply, tracking of chemicals in the U.S. distribution chain, and as-
sessment of impacts of disruptions based on the geospatial information provided by the GIS 
datasets and other information.  
 
The GIS evaluation included: 
 

 Analysis of what geospatial information was usually used in evaluation of existing 
chemical distribution, and then, collection of corresponding GIS datasets and/or gen-
erate new GIS datasets if necessary 

 Analysis of how such geospatial information could be used to support the analytical 
and evaluation tasks 
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 Use of existing GIS software to analyze spatial distribution pattern of existing foreign 

chemicals in the US supply chain based on the collected and/or generated new GIS 
datasets 

 
As the functionality of the database was being refined,work commenced on the historical 
analysis of changes in foreign imports and their impact on U.S. national security. As critical 
chemicals were identified, levels of outsourcing were determined, and foreign facilities were 
identified. Analysis was undertaken to produce a prioritized list of the most critical concerns. 
A causal analysis of outsourcing trends was then undertaken. This was a broad-based his-
torical, political, regulatory, and economic examination of factors leading to increased out-
sourcing of the manufacture of critical base chemicals. This causal analysis was integral to 
both the supply disruption assessment of the foreign supply chain as well as the policy as-
sessment, undertaken in Phase Three. 
 
The tasks associated with Phase Two were as follows:  
 

 Refinement, maintenance and updating of the database 
o Development of a methodology for maintaining and updating database 
o Development of a repeatable process for determining the availability of critical 

base chemicals produced in foreign countries 
o Development of protocols for querying database 
o Incorporation of GIS mapping capability 

 Causal analysis 
o Analysis to create a prioritized list of the most critical concerns. 

 Proportion of supply being imported 
 Rate of change in supply being imported 
 Degree of significant national-level risk 
 Supply chain vulnerability based on point of origin, means of transportation, 

and transportation routes 

 Historical analysis of changes in foreign imports and the overall assessment with re-
spect to U.S. national security 

 Causal analysis of outsourcing trends including historical, political, regulatory, and 
economic factors 

 
3.  Phase Three: Supply Disruption Assessment and Policy Analysis 

 
In Phase Three, the following objectives were undertaken: 
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 Assessment of the impact of disruption on the U.S. chemical supply chain as it per-

tains to national security, focusing upon the degree of U.S. dependency upon base 
chemicals manufactured in foreign countries 

 Examination of possible policy alternatives to mitigate vulnerabilities and analysis of 
potential policy impacts 

 
In Phase Three, and in consideration of the findings in Phases One and Two, a Supply 
Disruption Assessment of the foreign chemical supply chain pertaining to the U.S. was un-
dertaken in accord with the National Infrastructure Protection Plan and Sector Specific 
Agencies, together with input from industry and trade associations such as ACC and ACS. 
This Supply Disruption Assessment integrated U.S. dependencies upon the foreign chemi-
cal supply chain, foreign source location, shipping routes, political factors, and economic 
factors among others. Existing supply disruption assessment tools were utilized where ap-
plicable. Most likely disruption scenarios were described and assessed. NISAC’s modeling 
capabilities were employed to ascertain domestic impact of key scenarios. Existing protec-
tive measures were identified and new measures proposed. 
 
Simultaneously, analysis of a range of policy alternatives were conducted, including exami-
nation of the requirements of federalism, intergovernmental relationships, regulatory feasibil-
ity, economic impact, and impact upon the domestic chemical sector. This included consid-
eration of cycles and crises, including cascading effects, resiliency, and meta-analysis of 
historical data. 
 
The tasks associated with Phase Three were as follows: 
 

 Supply Disruption Assessment of the foreign chemical supply chain pertaining to the 
U.S. in accord with the National Infrastructure Protection Plan and sector specific 
agencies, together with input from industry and trade associations such as ACC and 
ACS. 
o Integration of U.S. dependencies upon the foreign chemical supply chain, foreign 

source location, shipping routes, political factors, and economic factors among 
others 

o Utilization of existing supply disruption assessment tools were utilized where ap-
plicable 

o Most likely disruption scenarios were described and assessed, including the use 
of NISAC’s modeling capabilities 

o Existing protective measures were identified and new measures proposed 

 Policy Analysis 
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o Analysis of a range of policy alternatives, including examination of the require-

ments of federalism, intergovernmental relationships, regulatory feasibility, eco-
nomic impact, and impact upon the domestic chemical sector 

o This included consideration of cycles and crises, including cascading effects, re-
siliency, and meta-analysis of historical data 

 
II. Results and Conclusions 

 
The project team has produced a database detailing the domestic production of critical chemicals, 
foreign supply of critical chemicals, import trends over time, and the US rate of outsourcing for criti-
cal chemicals.  The team has developed an accompanying methodology for updating and maintain-
ing the database and a repeatable process for determining the availability of critical base chemicals 
produced in foreign countries. 
 
The project team has also produced white papers and other documentation about historical, politi-
cal, regulatory, and economic factors that may account for changes in outsourcing trends.  The 
team has completed an assessment of the dependence of US national security on chemicals manu-
factured in foreign countries and devised a prioritized list of the most critical concerns and provided 
a detailed policy analysis of political and economic impact of outsourcing of these chemicals. 
The database allows, over time, for the collection of even more data and the ability to determine 
changing trends in production both domestically and globally to track outsourcing trends. In addi-
tion, the database may be readily integrated with GIS capabilities, allowing query results on differ-
ent chemicals or sets of chemicals to be mapped globally in order to facilitate supply chain analysis. 
 
Collaboration with the National Infrastructure Simulation and Analysis Center at Sandia National 
Labs has proven to be critical to project success due to the comprehensive chemical and infrastruc-
ture data that they contributed to the final database. 
 

III. Transition to Use and Commercialization 
 
The product has strong commercialization potential based on the development of front-end user in-
terface software for selected users and utilization of analytic data by industrial customers and policy 
planning organizations. Commercialization of the project deliverables will be focused around allow-
ing access to the database of chemicals and access to the information and results produced by the 
project.  The database, GIS capability, and analytical tools developed may be positioned for use by 
end users such as U.S. chemical importers and domestic manufacturers. 
 
The next steps in the preliminary commercialization plan are the creation of a corporation and se-
curing intellectual property rights from Morehead State University and NIHS for purposes of devel-
opment of a sustainable corporation. This new business will develop, market, and create additional 
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 value in the effort to move the intellectual property of this project to market readiness for business 
operation. As the next step, Dr. Michael Hail, has met with attorneys and is creating a business. 
The company has worked with NIHS to develop business models that the company will be utilizing 
to enter the market: The business model that will be deployed will involve the following components.  
Website with Subscription Model: The project team will create an informational website with a sub-
scription to the database that will be maintained and updated.  The site members will pay for access 
to the database and the informational/educational toolkits developed by the project team. 
The new company is looking to create a Consortium or Membership Organization that would have 
organizations, companies, or individuals pay membership fees and have access to project delivera-
bles as well as other developed toolkits. This organization will leverage the tools and the database 
as a member benefit. 
 
The newly developed company may also engage other organizations that have access to US chem-
ical manufactures and utilize that relationship to provide the database as a service.  
 
Final products of this project included: 

 Database of domestic production, foreign supply, import trends over time, and rate of 
outsourcing for critical chemicals. 

 White paper: 
o Historical, political, regulatory, and economic factors that may account for 

changes in outsourcing trends. 
o Assessment of the dependence of US national security on chemicals manu-

factured in foreign countries and also provides a prioritized list of the most 
critical concerns. 

o  Policy analysis of political and economic impact. 


