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Cyber-Security for Industrial Control Systems in the Dam Sector  

 Protecting the Nations Critical Infrastructure  
As one of the critical infrastructure sectors identified 
by DHS, the Dams Sector comprises assets that in-
clude dams, hydropower generation facilities, naviga-
tion locks, levees, dikes, and other similar water re-
tention and water control facilities. Like many of the 
other 17 critical infrastructure sectors, dams utilize 
industrial control systems (ICS) to control normal op-
erations of their processes. Typically, these systems 
have been isolated from outside networks, including 
corporate information networks and the Internet. To-
day, most dams are still operated in isolation from 
other networks.  However, protection of these critical 
assets against damage from cyber‐based attacks on 
the control systems is a current and growing concern. 
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Securing our Water Resources 
Dr. Jeff Hieb at the University of Louisville is inves-
tigating methods to improve the cyber security of 
ICS’s used in the Nation’s critical infrastructure.. His 
current research is examining control systems, identi-
fying vulnerabilities and making recommendations on 
cyber‐security in the ICS’s used in the Dams Sector. 
This work builds on previous work in protecting ICS 
in the Water Sector. It will evaluate a new firmware 
approach, called a security preprocessor, to cyber se-
curity in the Dams Sector 

 
 
Moving Forward 
The Security Preprocessor (SPP) is an add-on device 
for industrial control systems (ICS) to prevent mali-
cious and disruptive electronic intrusions into these 
systems, and thus to ensure their uninterrupted proper 
functioning. A device developed at the University of 
Louisville has successfully performed in initial bench 
testing at the university and at a local water utility.   
The current prototype supports the Modbus SCADA 
protocol, including the serial versions Modbus ASCII 
and Modbus RTU and ModBus TCP/IP.  These have 
been tested in the lab using a Sixnet MIPM RTU.   In 
order to run the SPP, both the Modbus serial and 
Modbus TCP/IP versions require a software compo-
nent running on the HMI/MTU system.  For serial 
connections this is a virtual serial port, for TCP/IP 
this is an internal local IP address port combination.  
Both of these pieces of software are currently work-
ing.  The field device Security Pre-Processor requires 
the development of a site specific security policy.  To 
build the security policy, a tool has been developed to 
take captured network traffic, serial or TCP/IP, and 
construct a security policy to be used by the device. 
This software is completed and working. The next 
step in developing a commercial product is to subject 
the SPP to more rigorous penetration testing by an 
outside entity and to testing in a working utility envi-
ronment.   
 


