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        Optical Intrusion Alarm for Defense of  Critical 
     Infrastructure Under Conditions of Fog, Smoke or Fire    

 Protecting Our Nation’s Infrastructure   
The United States has an enormous investment in 
fixed infrastructure, such as dams, bridges, and power 
generating stations. A sudden natural or manmade 
event that damages or destroys one of these facilities 
can cause enormous consequences, including severe 
economic impacts and loss of life. Surveillance moni-
tors that work in conditions of smoke, fog, or other 
obscurants and can detect unwanted intruders and/or 
provide situation awareness are needed.  
 
 

 
 
 
Most sensors are not well suited to surveillance of 
large structures due to either the high costs of some 
sensors or due to their inability to work in all natural 
climatic and hazardous conditions as well as highly 
cluttered environments. Sensors that can continue to 
function under these difficult conditions could greatly 
enhance the security of critical infrastructure and the 
ability to respond faster and more effectively to 
emergencies at these locations.  
 
 
 
 
 
 

An Appealing Approach  
The University of Louisville is developing a low-cost, 
optical sensor network suitable for broad area surveil-
lance of the perimeter surrounding critical infrastruc-
ture. The system can be designed to sense the intru-
sion by humans and vehicles including their position, 
trajectory, size and shape. Systems based on the opti-
cal sensing concept are intended to, and appear capa-
ble of, performing this surveillance in the presence of 
fog, rain, smoke, and flames.  These environmental 
conditions dramatically vary over time; therefore the 
system will continually calibrate out their effects to 
maintain surveillance.  
 
Making Advancements  
Several embodiments of this technology have been 
tested. The laboratory results indicate that intruders 
can be detected in a dense fog at ranges that exceed 
those of any other sensor modality.   Commercial op-
portunities are being explored. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 


