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Synchronization of Situational Awareness Between Critical 
Infrastructures and the Public Sector Using Unmanned Aerial 
Systems (UAS)    

 Situational Awareness 
Rapid damage assessment of critical infrastructure elements fol-
lowing a disruptive event and the sharing of that information 
will allow both public and private sectors to more quickly estab-
lish situational awareness and optimally deploy response re-
sources. This project is focusing on the development of plans, 
procedures, processes, and mechanisms that will bring the public 
and private sectors together for the specific purposes of using 
Unmanned Aerial Systems (UAS) to provide rapid situation 
awareness and then to share that information between public and 
private partners. This information will be transmitted to State 
EOCs and used to create a common operational map that can be 
shared with the federal government, other jurisdictional organi-
zations and the private sector. By leveraging the large number of 
private sector drones that will soon be flying, first responders 
will have the ability to rapidly gain situational awareness across 
a larger geographic region. 
 
Project Overview 
The project team will collaborate with four states in the Pacific 
Northwest: Idaho; Montana; Oregon, and Washington. The first 
goal is to establish a working group of interested public and pri-
vate sector infrastructure owners and operators within each state. 
Then, a public-private, stakeholder-led workshop for each of the 
four states will be conducted. The critical infrastructure (CI) 
owners and operators will be briefed on the UAS concept. Then, 
they will be asked to identify their needs and concerns relative to 
partnering with the government sector and their respective 
States. The outcome of the workshop will be the initial for-
mation of operational concepts that will be incorporated into a 
CONOPS for each state. 
 
A CONOPS for access into disaster zones and the sharing of 
information will be prepared for each state. As part of this 
CONOPS, the process for private sector CI owners to gain ac-
cess into disaster zones will be formulated for each state. This 
element of the CONOPS will use the existing state access con-
trol methodologies that they have in place, or develop a simpli-
fied process for access so that drones can be used to gather dam-
age assessment information. The CONOPS will also specify the 
communication channels and data file types for transmission. 
A demonstration drill will be conducted in one state, with one 
infrastructure owner and operator that implements the CONOPS. 
This drill will use the established process for a private CI owner 
to obtain access to a disaster zone, fly a simulated damaged area 

with a UAS, and transmit simulated disaster damage information 
to the state Emergency Operations Center (EOC). 
 

 
 
Next Steps  
The actual planning with the public and private partners will 
leave those participating organizations with an actionable plan 
and procedures that fit their specific jurisdictional needs. It will 
also create an active users group in each state to continue to pro-
vide input and expand capabilities following the project. Be-
cause PNWER is a regional organization with existing relation-
ships across critical infrastructures and state governments, they 
will continue to coordinate partners once the project is complet-
ed. 
 
The outcome of the project will be the demonstration of the UAS 
system with one CI owner and operator. It will use the CONOPS 
as the basis for a private owner to obtain access to a disaster 
zone, fly over a simulated damaged area with a UAS, and trans-
mit simulated disaster damage information to an EOC. 
 

                     


